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Issue: 
IRQ latency and software timing may be unpredictable on AMD Geode-based CPU boards. 

Background: 
A number of VersaLogic CPU boards use the AMD Geode™ GX 500 or LX 800 
processors, including but not limited to the EPIC-2 (Gecko), EPM-5 (Puma), EBX-11 
(Python), and EPM-14 (Cougar). For increased configurability and power efficiency, this 
processor emulates some hardware using special software that runs in the CPU’s 
System Management Mode (SMM) and resides in memory that is protected from the 
foreground operating system. Under normal circumstances this SMM software runs 
transparently in the background, taking small CPU time slices as required. These time 
slices are triggered when software accesses certain memory or I/O address ranges, and 
by the periodic System Management Interrupt (SMI), which typically occurs every 32 or 
64 milliseconds. 

Implications: 
While most operating systems and applications will not be affected by SMM software, 
some low-level, time-critical software may be affected. Systems that risk instability if 
internal or external events (such as IRQs) are not handled within a specific time frame 
are known as hard real-time, and designers of such systems need to be especially 
mindful of the effects of SMM software. From the perspective of foreground software, 
SMM software execution will appear as small time jumps and a reduction in CPU 
performance. IRQ latency, defined as the delay between IRQ assertion and the 
execution of the Interrupt Service Routine (ISR), will also be affected. When SMM 
software is running, it is the highest priority task in the system, and cannot be 
interrupted by conventional PCI or ISA IRQs. The consequence of this is potentially 
increased IRQ latency. The ISR may also be interrupted by an SMI, even if the CPU 
interrupt flag is cleared. 

This can affect the stability of hard real-time systems. For this reason, VersaLogic 
advises against selecting a GX 500 based CPU board for hard real-time applications. 
SMM software can also affect systems that are running near the limit of CPU capability. 
Serial ports that are running at high speed without the FIFO buffers enabled may result 
in dropped bytes. 

Numbers: 
The specific delay and CPU utilization values will depend on hardware and software 
configuration, as well as usage patterns. An idle system will spend less than 1% of CPU 
time running SMM software. Therefore, IRQ latency will be near zero (about 6 µs) over 
99% of the time. During the less than 1% of the time when SMM software is running, 
IRQ latency will increase to an average of about 500 µs, or a worst case of 2,000 µs. 
With BIOS customization, this worst-case value can be reduced to less than 400 µs 
under some peripheral configuration and usage scenarios. 

With a USB keyboard and mouse emulated as PS/2 devices by the BIOS, IRQ latency 
can increase to 5 ms (700 µs on average) and consume 10% of the CPU under worst-
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case usage conditions. With USB IDE or floppy disk devices emulated as legacy parallel 
devices by the BIOS, CPU usage will be proportional to disk activity, with SMM software 
consuming a large majority (90%+) of CPU time in worst-case usage scenarios. This 
CPU utilization profile is similar to traditional PIO mode accesses. However, PIO-based 
IDE activity can be interrupted, while BIOS-supported USB IDE activity cannot. 
Therefore, time-sensitive systems should avoid BIOS-supported USB IDE or floppy 
devices. Note that if the operating system natively supports the USB device in question, 
then these latency and CPU usage numbers do not apply. 

Recommendations: 
Most applications will not notice the effects of SMM software running in the background. 
However, the product designer needs to be aware of time sensitivities that are present 
in the system. At the product development and verification stages, it is important that 
thorough testing be performed under worst-case usage scenarios. 

VersaLogic can assist customers who are experiencing SMM-related complications, and 
provide guidance for BIOS customization. Such customization can be performed to 
assist in oscilloscope-supported analysis of the effect of SMM software. Other BIOS 
customizations may be performed to increase the responsiveness of certain IRQs at the 
expense of a slight decrease in overall system performance. Also, the periodic SMI 
timer may be monitored to anticipate preemption by SMM software. 
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